
Have a need 
for speed?
Innovative technologies that make 
enterprises stronger and faster



Introduction
Since the COVID-19 outbreak in March 
2020, industries have had to face drastic 
and long-lasting changes to their ways of 
working. Workplaces have since become 
more global and remote, increasing the 
need to stay digitally interconnected. Our 
adjusted ways of working have given rise 
to issues that workers and employers alike 
have never had to consider before. But at 
the same time, it has also seen the advent 
of some of the most efficient and fastest 
services, especially in the tech industry. 

Digital is the way forward, and worldwide 
stats confirm this: 127 new devices are 
connected to the internet every second, 
increasing internet adoption and users to 
59% and 4.66 billion, respectively, in 2021.1 

In this eBook, we will outline some of the 
major issues currently affecting enterprises–
from company digitalisation to adapting 
hybrid workspaces—and provide realistic 
and effective solutions readily available in 
the market today. 



Pain points and trends

To mitigate and address these issues, 
products and services must adapt and work 
with varying business models. 

As we enter into the next phase of our 
reality, some unprecedented changes 
to our ways of working have become 
commonplace and even sought after by 
business leaders and their teams. 

In an analysis of the future of technology 
post-pandemic, Forbes Councils writes, 
“Clearly, the pandemic accelerated the 
dominance of technology in our lives and 
made us more digital creatures, with all the 
advantages and drawbacks therein.”3

The tech industry’s main issues in 2022 
have much to do with the speed of digital 
transformation, meeting ever-growing 
market demands, workforce development 
and camaraderie, cybersecurity, data and 
tech-driven decision-making models, and 
offering unique products and services in a 
highly saturated market. This is according to 
15 tech leaders that revealed their concerns 
in a Forbes article.2

The main problem: Speed of 
digital transformation
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The biggest pain points companies are 
currently facing lie in this rapid mobilisation 
to become more digital and deliver results 
at lightning speed, which affects almost 
every aspect of a business—from systems 
and processes to company data security, 
and even corporate culture. A Harvard 
Business Review article puts it this way: 
companies in the new normal cannot afford 
to have traditional information sources, 
business models, and capital allocated 
behaviours constrain them.4

The solution: Companies need 
lightning-speed solutions for 
rapid mobilisation

One such technology that governments and 
industries are prioritising today to allow for 
rapid deployment and digitalisation is 5G. 
This technology makes businesses more 
efficient, like adding rocket fuel to business 
growth. 5G brings forth the next wave of 
digital transformation, paving the way for 
new capabilities. It supports connectivity for 
applications like smart cities, autonomous 
vehicles, remote healthcare, and much 
more. The data it creates will push 
businesses to transform, thus creating a 
virtuous circle for the economy.5

5G is a critical initiative of the Singapore 
government. The same article noted that 
up to SGD 40 million will be invested to 
push the Smart Nation initiative, which will 
transform the nation into a leading global 
digital economy.

5G is the technology for swift 
deployment and digitalisation

To mitigate the issues and concerns 
of the tech industry today, products 
and services must adapt and work 
with varying business models.
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But along with this push for faster 
technology, the SG government is 
prioritising sustainable innovation— 
a global initiative for resilient 
development.6 Countries have recognised 
technology’s role in sustainability.7 The rate 
at which we are harnessing data and the 
advances in technology and innovation, 
according to The Overview Effect, can 
create a positive impact on countries’ 
efforts toward sustainable development. 

Sustainability in technological 
innovation is key to lasting success

Technology is the very enabler of 
globalisation and interconnection, and 
technological innovation is the key to a 
sustainable future.

5G is, in fact, directly linked to energy 
efficiency, as highlighted by the 
International Network Generations 
Roadmap (IEEE INGR), which makes 
deploying this technology a crucial first 
step in digital transformation.8 

Companies, then, are not only keeping up 
with the rapidly evolving landscape but also 
factoring in how their newly minted practices 
factor into global or local environmental, 
social, and governance (ESG) goals. 

5G is, in fact, directly linked to energy efficiency, 
which makes deploying this technology a 
crucial first step in digital transformation.
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Addressing the issues: 
3 key areas

If we were to distil the issues 
discussed previously, we can 
categorise them into three 
main areas of concern: Digital 
transformation (DX), costs of 
going digital, and managing 
a business and workforce in 
the new normal. 

In digital transformation, we will discuss 
how businesses either need to revamp 
or are already in the process of revising 
their traditional practices to incorporate 
new technologies, products, and services. 
While in costs of going digital, we outline 
the cost advantages that companies 
can consider when going digital. Lastly, 
given the context of remote work during 
the pandemic, enterprises also have to 
consider team preferences and the realities 
of managing a business and workforce in 
the new normal.
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Digital transformation or 
DX is creating a whole 
new way of doing things 
and adding even more 
value to a company.

Digital transformation is revisiting and 
revamping the way a business has 
traditionally worked in the past.9 It is not 
digitisation, which is the transfer of paper 
records and documentation to the digital 
space (i.e. Using a digital spreadsheet to 
create a Gantt chart or project plan). Nor 
is it digitalisation, which is the process 
of using digitised documents to simplify 
workstreams (i.e. Automating a digital 
project plan to track budget and hours 
worked). Digital transformation or DX is 
both of these combined to create a whole 
new way of doing things and add more 
value to a company’s processes. 

As businesses evaluate what needs to 
be done to keep up with their industries’ 
growth, a deep dive into what aspect 
of their enterprises need changing is 
necessary. Some of the more traditional 
work streams, processes, and systems will 
need to undergo digital transformation. In 
doing so, companies can expect a fast and 
more efficient way of working.

A crucial first step to digital transformation 
is deploying 5G. 5G is the main enabler of 
innovation, paving the way for new capabilities 
and connectivity for smart cities, autonomous 
vehicles, remote healthcare, and more. 

Digital transformation (DX)
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To better visualise how 
Paragon can work in an 
enterprise, let’s take a look 
at its application with AR 
Training. With 5G, MEC, 
and Paragon, a company 
can now rapidly onboard 
and train new employees.
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Training a new
generation of
workers
Achieve cost effective training 
and knowledge transfer

AR-based e-Training

Address increasing work complexity and a 
growing skills gap.

Address increasing complexity and evolving training 
requirements with Augmented Reality (AR). With 
Singtel’s next-gen 5G network, Multi-access Edge 
Computing (MEC) for compute at the edge, and the 
Paragon platform, organisations gain the ability to 
both retain and effectively transfer knowledge.

The possibilities are numerous:

• As business models and new technologies 
   evolve, millions of workers globally might have 
   to change occupations, resulting in a skills gap1

• Companies are also losing experienced 
   employees due to retirement and job mobility2

• Pandemic group restrictions and travel 
   restrictions make onsite training challenging

Rapidly on-board new employees 
Overcome travel barriers and talent 
shortages to on-board new employees 
quickly and safely using AR

Accelerate knowledge transfer
Overlay crucial information as live 
documentation for better knowledge 
transfer and continuous training

Seamless knowledge retention
Experts with AR headset can easily record 
unusual or difficult procedures for future 
dissemination

1 McKinsey, Beyond Hiring: How Companies Are Reskilling Tto Address 
  Talent Gaps, 2020.
2 Harvard Business Review, Who Is Driving The Great Resignation?, 2021.

AR headset

Paragon
platform

MEC node
(running pre-

validated content
overlay software)

Singtel 5G network

Organisations can train engineers far more 
effectively using augmented reality by furnishing 
step-by-step instructions, documentation, and 
other essential information as they work. Procedures 
captured by the AR headsets can also be retained 
for future use.

• Reduce training time by 50%
• Effective knowledge transfer
• Automatic knowledge retention

The value of Singtel Paragon

Seamless deployment of high definition 
MR based learning content on MEC. 

Ability to do rapid and continuous 
updates to the training materials on the 
MEC with new 3D models for new training 
content. 

Performance assurance on data/traffic 
moving from devices to apps hosted on 
MEC

Future skills & EduTech: AR-based e-Training

Effective training with step-by-step instructions 
and imagery of virtual systems to engineers 

regardless of their physical location.
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To deploy 5G quickly and effectively, an 
all-in-one platform for 5G network, edge 
computing, and service orchestration is a 
must. Paragon, a cutting-edge technology 
from Singtel, provides enterprises with 
key features that give them the advantage 
in the age of digital transformation.  With 
Paragon, companies can expect an easy-to-

use service that adapts to their needs. This is 
a forward-looking technology that is capable 
of functioning across connectivity and 
computing, lessening the time it usually takes 
to get certain work streams done. Some of its 
key features include multi-cloud complexity, 
self-service flexibility, and a marketplace of 
ecosystem partners. 
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Singtel Paragon
An industry’s first all-in-one platform that
aggregates networks, edge compute,
public cloud and applications ecosystem,
accelerating digital transformation.

With Singtel Paragon, enterprises can be agile,
flexible and scale rapidly to adapt to the expectations of the new normal.

SELF-SERVICE FLEXIBILITY

Manage connectivity, edge cloud
and applications via a self-service

portal that provides a unified view.

API LIBRARY

Enables developers to seamlessly
utilise platform capabilities.

INFRASTRUCTURE EXPOSURE

Gain unparalleled control of your network,
including network slices as well as

compute workloads with performance 
metrics and granular analytics.

ECOSYSTEM MARKETPLACE

Access a robust system of first and
third-party applications via
Paragon Marketplace.

MULTI-CLOUD MANAGEMENT

Simplify deployment of workloads
to a cloud offering of your choice
with seamless lifecycle management
of workloads.

5G network slices can be
created almost instantly

Paragon Marketplace:
Easy access to a rich ecosystem
of 5G MEC plug-and-play
solutions that can be deployed
within minutes

Deploy applications in a
hybrid fashion across the edge at
Singtel MEC & a public cloud
of your choice

Pay only for what you use,
when you use - no hardware
investments

100% improvement in latency &
high throughput from Singtel’s 5G
network (vs 4G & public cloud
enabled edge compute solutions)

Connect to industry leading
device & chipset manufacturers,
platform & app providers,
domain partners &
system integrators

100%

IoT

A single platform that seamlessly aggregates and manages low latency networks
and edge cloud resources when deploying advanced applications in real-time to help

address complexities and rising overhead costs of using these technologies. 

s-5gtrials@singtel.comwww.singtel.com/paragon

Singtel Paragon

Future skills & EduTech: AR-based e-Training
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SD-WAN: Virtual Network Functions as a Service (VNFaaS)

In going digital, we are getting rid of 
slower, less cost-efficient legacy products.

Costs of going digital

Change is not only work-heavy, it is also 
financially heavy. But it need not be. The gains 
that a company can get from going digital 
outweigh the initial monetary investment. In 
going digital, we are getting rid of slower, 
less cost-efficient legacy products that we 
have gotten used to in the past. 

For example: Singtel’s SD-WAN VNFaaS 
allows for the virtualisation of network 
functions. This way, with just one device, 
the tools that enterprises need are 
consolidated into one easy-to-understand 
workflow.  There would be less need for 
multiple CPE hardware, thus reducing costs. 

Equipment consolidation
• Implement multiple

virtual licenses instead
of maintaining multi
appliance

Analytics & visibility
• Portal for monitoring, 

application visibility and
troubleshooting

Simple deployment
• Minimised truck roll and faster provisioning
• Upgrade of systems need not require 

hardware change
• Simpler transition to complex solutions

Customer Premise

Virtualised VNFs across WAN & LAN

A true ‘white’ box that is VNF agnostic

Singtel
WAN

Enterprise uCPE

Wan Opt Visibility

SD-WAN Routing Security
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There is also the cost of not going digital 
to consider. Some may think of the push 
for DX as merely a trend, but studies have 
shown that it is the future for enterprises 
and industries to grow. The International 
Data Corporation (IDC) forecasted that 
over SGD 2.5 trillion (USD 1.8 trillion) 
would be spent on digital transformation 

in 2022 alone.10 And it looks to remain the 
same at least until 2025. 

Pertinent disadvantages of not going digital 
are a loss of relevance in the market; slow 
delivery, output, and productivity; the missed 
opportunity to understand key analytics for 
business; and the struggle to find talent. 
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Contact us

Accelerate your company’s digital transformation
without compromising your cyber security.
Learn more about how we can help.

HACKERS TODAY WORK AT 
UNPRECEDENTED SPEEDS

A cyber attack happens every 39 seconds.2

An average of 75 records are stolen per second
through hacking.3

Hackers take 1 hour 38 minutes on average to
breach a computer and spread across its network.4

24/7 monitoring
Enables quick and consistent 

threat detection

Rapid response
Investigates and conducts a 

penetration test within hours 

of a cyber attack         

Education
Ensures everybody in the

organisation knows what to 

do in case of a cyber threat

Access to experts
Provides assistance from

experienced cybersecurity 

specialists 

TOP 3 CYBER ATTACKS IN 2021

SPEED IS CRITICAL
TO KEEPING YOUR NETWORK 

SECURE AND RESILIENT.
Stay ahead with cybersecurity that offers:

Supply chain
attacks

Cyber attackers breach the IT 
systems of third-party service 
providers to retrieve sensitive 

customer data and hijack
internal resources.7

Ransomware
Hackers introduce malicious 

software and block access to a 
computer network. They 

demand a hefty ransom to 
unlock the encrypted data. 

The average cost of remediat-
ing a ransomware attack in 
2021 was US$2.34 million.6

Business email 
compromise
This is a sophisticated
phishing-related scam.

Hackers harvest and log into 
business emails to make

fraudulent money transfers or 
harvest sensitive information 

from contacts.7

Is your organisation ready 
to counter these attacks?

SINGTEL’S MANAGED SECURITY
SERVICES CAN:

• Protect your company’s data, reports, processes,

and cloud infrastructure.

• Bolster your organisation’s threat response and

cybersecurity implementation with help from analysts,

architects, and forensic investigators.

• Proactively apply near real-time threat intelligence

• Prevent hacking incidents that result in

massive financial losses

HOW FAST ARE
HACKERS TODAY?

Between 2020 and 2021, cyberattacks against

corporate networks increased by 50%.1

Modern-day hackers work fast:
they can exploit a vulnerability within minutes,

while their counterparts can take months

to mount an effective response. 

Resources:
1 Check Point Software, Check Point Software’s 2022 Security Report: Global Cyber Pandemic’s Magnitude Revealed, 2022. 
2 Web Tribunal, 40 Worrisome Hacking Statistics that Concern Us All in 2022, 2022.
3 Database Trends and Applications, Data Breaches: Pervasive and Costly, 2019.
4 CrowdStrike, CrowdStrike 2022 Global Threat Report, 2022. 
5 Wired, Russian Hackers Go From Foothold to Full-On Breach in 19 Minutes, 2019.
6 CPO Magazine,  Ransomware to RansomOps: Why APAC Enterprises are Increasingly Vulnerable, 2021.
7 GovInsider, Cyber battle was relentless in year gone by, 2022.
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How fast are hackers today?

If businesses cannot afford downtimes and want to stay agile 
and resilient, cybersecurity is a critical component of DX.
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However, digitalisation also opens doors 
to damaging costs if not managed properly 
through cyberattacks. According to CSO 
ASEAN, “The average organisational cost of 
a data breach in ASEAN is SGD 3.6 million 
(USD 2.62 million) and the average number 
of records per breach is 22,500.”11

Today, if businesses cannot afford 
downtimes and want to stay agile 
and resilient, cybersecurity is a critical 
component of DX. It is an important 
investment that protects enterprises from 
possible debilitating damages. 

Look into technologies that can fast-track 
DX, as mentioned in “Driving digital 
transformation through cloud migration” 
and “Accelerating network transformation, 
the software-defined way.”

To properly assess DX’s costs and benefits, 
creating a roadmap that highlights these 
points is essential. 

Understand DX’s benefits and the 
business models enterprises can 
adapt in “Operationalising digital 
transformation.”

Create a DX roadmap with Singtel’s 
“Five steps to digital transformation.”

1

3

2
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Managing a business and 
workforce in the new normal

DX does not only involve 
changing the tools that we 
work with. It also has a very 
human aspect to it.

Along with modernising comes the training 
and providing teams with tools that they 
can use to their advantage. Providing 
employees with new and improved 
technologies allows them to get their work 
done faster and more efficiently, without the 
risk of losing quality, regardless of where 
they are located. 

In addition, for digital transformation to 
properly take root, it needs the buy in of 

a business’s teams. According to a Tech 
In Asia article in partnership with the 
Boston Consulting Group, getting an entire 
company’s human talent pool to embrace 
digital transformation means removing 
roadblocks and reluctance to necessary 
changes, giving way to new successes.12

Also consider that the post-pandemic 
workplace is looking more and more remote 
or, at the very least, hybrid. Employees, 
amidst the changing COVID regulations and 
lockdowns, have realised that productivity 
and quality of work need not be sacrificed 
by the absence of an office. Having teams 
spread out across locations necessitates 
a faster, stronger, safer, and more reliable 
technology and connection. 
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Singtel’s Unified Communications service, 
for example, allows the streamlining 
of communications for a more holistic 
experience across business touchpoints. 

This ensures that technology solutions and 
lifecycle management for voice, video, 
contact centre, and collaboration are 
delivered to every business. 

Employees have voiced their concerns. They want 
better communication and collaboration methods, and 
access to IT systems even when working remotely.

Stay connected with Singtel Unified Communications

Flexilibility to add 
pre-integrated call 

related services 
for your business 

communications needs

Secure cloud-based 
voice with high 

availability and built-in 
redudancy

One Unified app 
for phone, video, 

meetings, chat for your 
hybrid workforce

Flexibility Secure & resilientStay connected
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One use case for managing remote or 
hybrid teams involves the negotiation 
between employers who plan to 
require workers to go back to the office 
and employees who would prefer a 
WFH or flexible arrangement. This 
disconnect can cost enterprises their 
key staff, given that employees are 
noting that they are most likely to look 
for new jobs13 if businesses do not 
value their needs. 

Employees have voiced their concerns: 
They want better communication and 
collaboration methods, and access to IT 
systems even when working remotely.14

Unified Communications’ dedicated 
business numbers accessible on 
multiple devices allows teams to 
connect with their enterprises’ 
customers wherever they are, making 
remote work easier.

The new Singtel UC Experience

Best of breed
Expertise from Singtel 

and Microsoft at 
every step of your 

transformation journey

Secure & resilient
Secure cloud-based 
voice with high 
availability and built-in 
redudancy

Business numbers 
on the go

Stay reachable at your 
business number (fixed 

and mobile) via your UC 
app wherever you are

Simplicity
Quick and easy set 
up with centralised 
management portal. 
Single bill for SaaS and 
voice services

Stay connected
One unified app 

for phone, video, 
meetings, chat for your 

hybrid workforce

Flexibility
Flexibility to add 
pre-integrated call 
related services 
for your business 
communications needs

Singtel UC 
Experience
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Key takeaways

For an enterprise to thrive, 
it must adapt.

To meet the rapid and growing demands 
of various industries, businesses must 
consider if they are ready for a digital 
transformation, and which parts of their 
enterprises should adapt to the digital age. 
They also need to assess which products 
suit their needs and can be incorporated 
into their current working structures and 
corporate culture.

Services like Paragon, SD-WAN VNFaaS, and 
Unified Communications are all examples of 
such products that are taking on a holistic, 
forward-thinking, and sustainable approach 
to telecoms and connectivity. Powered by 
5G, done sustainably, and protected with 
vigilant cybersecurity, companies can be 
sure these lightning-speed solutions will 
make them agile and stronger.

Let’s work together. For more 
information on Singtel’s products and 
services, contact us. 

13
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